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This brief provides an overview of the critical 
considerations when undertaking evidence 
generation: (a) using social media platforms and 
(b) using third-party data collected and analysed 
by social media services. It is supplemented by 
checklists that may be used to support reflection on 
the ethical use of social media platforms and social 
media data. This brief is based on a more in-depth 
discussion paper which provides further guidance 
and tools and is accessible here. 

INTRODUCTION: SOCIAL MEDIA
As of January 2017, 2.78 billion people worldwide 
were classified as active social media users. Of these 
users, 1.87 billion use Facebook. Thirty-nine per cent 
of Facebook users are between the ages of 13 and 24 
(approximately 729 million young people). Available 
data also shows that, in 2014, approximately 31 per 
cent of users of the top five social media platforms 
were aged between 16 and 24 years. With the 
enormity of this coverage as well as over 40 per cent 
growth in usage from the previous year in countries 
like India, UNICEF has and continues to look at ways 
to use these platforms and the data generated to 
connect with and understand the reality of children 
today and to ensure more child-centred/user-centred 
policies and services.

It is important to note upfront that while a number of 
risks exist in the use of social media these risks do 
not necessarily preclude the valid and valuable use 
of data from social media. However, these risks need 

to be enumerated, articulated and understood if we 
are to establish strategies to address these issues 
and to best meet the rights of the child. To support 
this process, this brief is divided into two main 
sections. The first section explores the ethical issues 
to be considered in using social media platforms 
for programming and evidence generation. This 
includes the provision of a checklist of questions 
that need to be reflected on in consultation with 
relevant stakeholders and experts to ensure that the 
benefits of these technologies can be realized while 
also protecting children and their communities. The 
second section follows a similar format. It identifies 
the ethical issues to consider with respect to 
partnerships with social media organizations to use 
and analyse their data. It is similarly accompanied 
by a checklist to be undertaken in collaboration with 
relevant stakeholders. 

Caveats
A couple of caveats should be noted. First, in light of 
the complexity and diversity of the legal frameworks 
for social media, legal considerations are largely 
beyond the scope of this brief and not explored in 
detail beyond basic considerations. Second, this 
brief touches upon, but does not attempt to explore 
exhaustively, the extensive range of complex issues 
related to social media, evidence generation and 
ethics in humanitarian contexts. In such contexts, 
there may be additional issues that would need to 
be considered and, importantly, that need to be 
contextualized within the suite of humanitarian 
standards and frameworks. Hence, this paper cannot 
and does not attempt to cover the wide scope of 
ethical issues in these difficult contexts and within 
their frequently highly prescribed response planning 
and systems. This is an area that will require explicit 
focus and research in the future.  

Ethical Considerations in Using Social Media 
for Evidence Generation

 
Gabrielle Bermani, James Powellii, and Manuel Garcia Herranzii

i UNICEF Office of Research - Innocenti
ii  UNICEF Office of Innovation

Innocenti Research 
Brief
2018-20

http://www.unicef-irc.org/publications/967-ethical-considerations-when-using-social-media-for-evidence-generation-discussion.html


2

Innocenti Research Brief 2018-20

WHAT STEPS SHOULD BE TAKEN TO 
SUPPORT ETHICAL EVIDENCE GENERATION 
USING SOCIAL MEDIA PLATFORMS?
The following is a summary of the key considerations 
when planning to use social media to engage children 
and their communities and to collect and provide 
information using social media platforms. 

 � Understand and take into account legal, social, 
political and organizational contexts when deciding 
whether to use the social media platform; choosing 
which social media service to use; or informing 
participants/social media users of potential privacy 
risks. This involves:

- Reading the terms and conditions (T&C) of 
the social media company (See Annex 1 of the 
discussion paper for links to popular social media 
T&C) 

- Understanding any relevant local laws (See Data 
Protection Laws of the World to find the relevant 
law/s for your country 
www.dlapiperdataprotection.com)

- Considering whether T&C and local laws require 
or lead you to set age limitations or boundaries

- Considering the sensitivity of the subject matter 
given the potential difficulty of validating 
informed consent using social media services

- Considering the local political context and 
historical and contemporary government access 
to and blocking of social media services and data

- Considering the privacy and security features of 
the social media platform or services.

 � Reflect on the value of the data collected including 
the reach and representativeness of the data and how 
it may be used independently or in conjunction with 
other data sources. 

 � Reflect on the capacity to respond to requests for 
help. Consideration is required if data collection also 
allows personal communications from participants 
(social media users) and on the implications in terms 
of the capacity to respond if individual requests for 
assistance are received.

 � Wherever possible and appropriate, ensure data is 
anonymized from start to finish. This includes making 
it clear to participants that they should not provide 
any personally identifiable information (PII)1 unless 
absolutely necessary and, in the case of children, 
unless this is vital to their health or wellbeing.2

1 This could include, but would not be limited to: names, addresses, photos, etc.

2 Wherever possible, children should be encouraged not to use their real names on their profiles and/or to create accounts that do not have identifying information 
such as their real names and personal photographs.

 � Ensure that a platform accurately reflects the 
role of UNICEF and is differentiated from other 
crowdsourcing or social media platforms, particularly 
those that might be used to entrap those espousing 
opposing political views. 

 � Ensure that a platform accurately reflects any 
role a host government may have in the evidence 
generation programme and, where the government 
is the owner of the project, ensure the project is 
branded accordingly.

 �  Ensure that:

- the purpose of the participants’ engagement and 
data collection

- the use of the data and the nature of the 
dissemination of findings

- key privacy parameters of the social media 
service used 

- measures taken by UNICEF offices to protect data

are clearly, simply and explicitly stated in 
agreements to participate and/or prominently 
displayed on the landing site of a platform.

 � Carefully consider the risks, benefits and alternatives 
if the potential partner is subject to the legislation of 
a country with broad surveillance powers and with 
a history of: (a) gross violations of individual privacy 
and/or (b) interrupting national access to media 
channels including social media.  In other words, 
consider the reach of the relevant government in 
terms of access to or blockage of use of technologies. 
In these instances, limit the information collected to 
that which you would comfortably and knowingly 
share with the government. 

 � Provide participants with cybersafety tips and advice 
about privacy and security settings. 

 � Provide a complaints mechanism and contact 
information for the platform.

 � Provide opt out options. Opt out options should be 
made available to participants to allow their data to 
be removed from lists or forums and more generally 
from data collection on request. There may be 
instances where removal of data from all databases 
is impossible; in these cases, participants should 
be aware of this but still retain the option of, at a 
minimum, removing their information or data from 
the site/page. 

http://www.unicef-irc.org/publications/967-ethical-considerations-when-using-social-media-for-evidence-generation-discussion.html
https://www.dlapiperdataprotection.com/
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 � Ensure staff with skills and appropriate technological 
infrastructure are available to appropriately manage 
and implement each component of the evidence 
generation from collection through to analysis and 
dissemination.

 � When creating a new platform, establish 
appropriate terms and conditions for both the use 
of the platform and the data collection, storage 
and sharing. In these cases, consult with your legal 
office and familiarize yourself with relevant policies 
and procedures. (For UNICEF staff see UNICEF’s 
Policy on Information Security and UNICEF Policy 
on Information Security: Information Systems 
Acquisition and Development.)

 � Reflect on the impacts of using data (particularly 
crowdsourced data) that may not be verifiable 
and the potential for misinformation versus the 
opportunity to understand misperceptions, rumours, 
etc. Always attempt to triangulate crowdsourced 
data. 

 

WHAT STEPS SHOULD BE TAKEN 
TO SUPPORT ETHICAL EVIDENCE 
GENERATION INVOLVING THIRD-PARTY 
DATA COLLECTED AND/OR ANALYSED 
BY SOCIAL MEDIA COMPANIES AND 
THEIR AFFILIATES?
The following should be considered and taken into 
account when embarking on a partnership with a social 
media provider:

 
The value and timeliness of the data 

 � Reflect on whether the data is likely to be useable 
and sufficiently timely. This depends on the nature 
of the data collection and its added value to current 
information sources. It also requires reflection on 
the resources and time required to ensure the data is 
useable (i.e. time and resources that will be required 
to clean the data). This is particularly critical in 
contexts where data may be time sensitive.

 � When research is focussed on particular cohorts or 
populations and based on data provided by social 
media services, understand the target populations’ 
access to various technologies, and their use and 
representativeness within the social media platform 
population of users. 

3 Unless personally identifiable information is absolutely requisite as may be the case for some programmes. In these instances, additional security measures should 
be considered (e.g. multiple authentication systems, etc.)

4 It should be noted that many of the points outlined in this section are as relevant and applicable in offline contexts as they are for data collected online.

National and organizational privacy frameworks

 � Adhere to relevant local, international and 
organizational legal and ethical standards pertaining to 
data protection, storage, transfer, removal and security 
when receiving data from social media providers. 
Adopt the highest relevant standards possible. 

 � Ensure that partners agree to the anonymization 
of data provided to the greatest extent possible.3 
Ensure that non-disclosure agreements are in place 
prior to any sharing of PII. Consider giving preference 
to social media platforms that will only provide 
anonymous data to partners.  

Consent and transparency 

 � Wherever possible, inform those whose data is 
likely to be collected by you or on your behalf about 
the nature of the project, the privacy conditions on 
the site and agreed to within the partnership, and 
the use of the findings. Where this is not possible, 
at a minimum provide this information on the 
organizational webpage and the organizational 
landing page of the social media service. 

 � When determining which organizations to establish 
collaborative partnerships with for data provision it 
is important to value, advocate and have a preference 
for companies with clear and fair terms of service 
that include strong privacy settings and provisions 
that respect individuals’ rights relating to their data. 
This could include consent arrangements for non-
operational use of data, notification of potential 
sharing of data (including information about with 
whom it may be shared), right to removal of personal 
data from data sets, etc. In the absence of these, clear 
and public disclosure should be considered with 
regard to use of this data.

Understanding the data and limitations4

 � Understand the limitations of the data. These 
limitations could include: data gaps; groups or 
individuals that are included or excluded from the 
data (determined by the accessibility of technologies, 
the use of devices and the profiles and demographics 
of participants); merging of incompatible databases/
data sets; inclusion of outdated data, etc. Any 
limitations of geospatial data (whether collected 
directly or indirectly through a third party) should 
be understood. Discussions should be had with data 

https://unicef.sharepoint.com/sites/portals/RF/Regulatory Framework Library/ICTD Policy 001 Policy on Information Security 28-May-2015.pdf
https://unicef.sharepoint.com/sites/portals/RF/Regulatory Framework Library/ICTD Policy 001 Policy on Information Security 28-May-2015.pdf
https://unicef.sharepoint.com/sites/portals/RF/Regulatory Framework Library/ICTD Policy 002 Information Security Information Systems Acquisition and Development 29-Mar-2016.pdf
https://unicef.sharepoint.com/sites/portals/RF/Regulatory Framework Library/ICTD Policy 002 Information Security Information Systems Acquisition and Development 29-Mar-2016.pdf
https://unicef.sharepoint.com/sites/portals/RF/Regulatory Framework Library/ICTD Policy 002 Information Security Information Systems Acquisition and Development 29-Mar-2016.pdf
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providers and data experts on these limitations in 
order to: 

- understand whether the data is fit for purpose 
- ensure that any findings are appropriately 

qualified with clear consideration of the 
implications of the limitations

- ensure that recommendations based on findings 
are similarly qualified with clear consideration of 
the implications of the limitations.  

 � Understand the context of data creation and the 
implications for use. The implications and limitations 
of applying the data to a context different to the 
purposes for which it was originally provided 
should be explicitly accounted for and understood 
via conversations with data providers. In these 
contexts, issues that may exist include revealed 
versus actual preferences, public versus personal 
persona, purposive dissemination of misinformation 
and lack of applicability to your context. These will 
have significant implications and any findings or 
conclusions made will necessarily need to account 
for, or at a minimum acknowledge, these potential 
biases. 

 � Be clear about the potential lack of replicability 
and representativeness of data. It may be difficult 
to determine if data is, in fact, representative 
(particularly with regard to child populations, as 
disaggregated data for children between the ages of 
12 and 18 is not always publicly available). In these 
instances, determine if age disaggregated data is 
available and, if not, care should be taken when 
applying findings to national contexts with clear 
caveats that the data is, at a minimum, limited to 
those with access to relevant technologies and may 
or may not be representative of children of particular 
ages. (This is particularly true for the many large 
social media services incorporated in places such 
as the United States and China where the minimum 
age of use is 13). Further, wherever possible, findings 
should be triangulated with other sources.

 � Reflect on the value of quantitative metrics versus 
qualitative research. Make sure children’s voices 
are not silenced. Consideration should be given to 
the value of quantitative versus qualitative data to 
ensure that children have voices, that findings are 
contextualized and that the complexity of the social 
phenomenon being explored is not oversimplified 
or unrepresentative but rather reflective of children’s 
lived reality. Wherever possible, modelling should 
augment not supplant children’s, child protection 
specialists’ and advocates’ voices. 

Aggregation of findings to avoid or limit identification 
of groups or individuals

 � Wherever possible, ensure aggregation of findings as 
early as possible. Aggregation should be undertaken 
to the maximum degree possible while still 
maintaining the usefulness of the data.

Understanding the implications of algorithmic based 
findings 

 � Reflect on any potential negative implications of 
using algorithmic based findings, including:

- The potential for individuals or community to 
lose control over decisions that are made about 
them if these decisions are based on predictive 
models rather than as a result of consultation.  

- The potential for discrimination against 
disadvantaged groups. Correlations and 
interactions between geography and poverty, 
gender and race may result in trends and 
predictive models that discriminate against 
certain persons.  

 � Extreme care should therefore be taken when 
using findings based on social media data and 
clear explanations should be requested of analysts 
concerning any potential limitations of the data 
and the model used. Further, clear disclosure of the 
limitations of the algorithms or the potential for bias 
in the data should be disseminated alongside any 
findings, with appropriate qualifications made to 
recommendations based on these findings. Care also 
needs to be taken in the dissemination of findings 
with reflection on the potential for stigma and 
discrimination. Where discrimination is a possibility, 
the use of social media data and its analysis should 
be reconsidered and/or findings carefully triangulated 
with other data sources and dissemination of these 
findings undertaken with utmost care. 

Use of a risk assessment framework

 � Use a risk assessment framework. A risk assessment 
framework should be used that reflects on the risks 
of using data and/or third party analytics based on 
this data for decision making. It should also outline 
mitigation strategies to address these risks. (The 
checklist contained in this brief may provide a very 
basic framework for risk assessment. However, risk 
mitigation strategies would still need to be clearly 
outlined in a separate document or in the comments 
section of the checklist). 
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A risk assessment framework would include 
reflection and elaboration on contingency plans in 
the event that (a) access to social media services 
or infrastructure is blocked unexpectedly (and, 
for example, this data was to be used to monitor 
communities on the move in order to meet day to 
day needs), (b) data is wiped out remotely, or (c) 
a privacy breach occurs. Other tools that may be 
useful include:

- A risk assessment tool created by the UN Data 
Privacy Policy Group that can be adopted and 
adapted. 
http://unglobalpulse.org/sites/default/files/
Privacy%20Assessment%20Tool%20.pdf   

- The Information Accountability Foundation (2016) 
Big Data Assessment Framework and Worksheet 
http://informationaccountability.org/wp-content/
uploads/IAF-Big-Data-Ethics-Initiative-Part-B.pdf. 

 � Collaborate with all relevant stakeholders to 
populate the risk assessment framework. This 
could include data analysts, relevant local and 
international project management staff, relevant local 
communities, and, wherever possible, social network 
services providers. 

http://unglobalpulse.org/sites/default/files/Privacy Assessment Tool .pdf
http://unglobalpulse.org/sites/default/files/Privacy Assessment Tool .pdf
http://informationaccountability.org/wp-content/uploads/IAF-Big-Data-Ethics-Initiative-Part-B.pdf
http://informationaccountability.org/wp-content/uploads/IAF-Big-Data-Ethics-Initiative-Part-B.pdf
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Annex 1: Checklist of ethical issues for consideration when using social media for evidence 
generation 
 
These questions need to be considered in consultation with relevant stakeholders and experts to ensure that 
UNICEF is able to reap the benefits of social media platforms while also protecting the children and communities 
that it serves:  

Tick = 
Yes 
Cross = 
No

Questions Comments 

Ethical considerations when managing a webpage or using an app for communication and information/data collection

Have you secured consent to the greatest extent possible 
regarding: 

1. The purpose of engagement?

2. Subsequent use of any data?

3. Who will have access to data and in what form?

4. Any potential risks or privacy issues

5. On a landing page that participants must access in order to 
participate or register to sign up?

Will you be able to reach the relevant population, including 
the most disadvantaged or marginalized groups/individuals 
amongst them, considering: 

If not, what are the implications for findings and how will you 
ensure that findings clearly note this limitation? How will you 
address the lack of information from this/these cohort/s?

1. The internet coverage in your country?

2. The level of access to particular social media channels?

3. The cost of technologies?

Have you ensured as far as possible that information provided 
by participants is not personally identifiable information (PII)?

 

If some form of PII is necessary, how will you safeguard this 
data and ensure its confidentiality? How is this built into the 
platform? 

Have you provided cybersafety  advice about privacy and 
security settings to participants?

Do you have a process and personnel to carefully curate content 
in forums or on webpages and to vet any offensive or harmful 
content?

Have you created opt out provisions for participants to remove 
themselves and their information from your lists or forums to 
the greatest extent possible? 

Have you made it clear that even if you remove individuals’ 
content from social media platforms that you cannot guarantee 
that this data will be removed from all databases and sites 
due to any unknown channels where information/data may be 
shared?

If you are working in a context where the government has had 
a history of imposing restrictions on and blocking messaging 
app usage, have you considered alternate arrangements/social 
media services or channels for information if the service used is 
regularly blocked, restricted or monitored?

Have you considered means to verify findings from data 
collected?

Have you established clear channels to respond to participants’ 
possible requests for help, support or advice?

If you cannot verify data, is there still value in collecting the 
data for triangulation purposes or to inform understandings of 
perceptions?  
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Checklist for partnerships with social media providers

The following are questions that need to be considered and reflected on in consultation with relevant stakeholders 
and experts to ensure that UNICEF is able to reap the benefits of the data and/or analytics provided by social 
media providers. 
 

Tick = 
Yes 
Cross = 
No

Questions Comments 

Ethical considerations when using data from social media providers

Consent

Have you secured informed consent from persons whose data you will be using?

If not, is it reasonable to use this data?

Is it de-identified?

What are the justifications for data use in terms of the benefits?

If it will be impossible to secure informed consent, have other forms of 
communication about the evidence generation been considered pre or post data 
collection on a webpage or on the social media platform? Including:

1. What data will be provided by the social media service?

2. How will it be protected?

3. Will it be de-identified?

4. How  will data be used, where will the findings be reported and/or what will they 
be used to inform?

If you cannot secure informed consent have you made sure that:

1. The data you have received is not identifiable to the greatest extent possible – 
while still being useable?

2. There are strict protocols to ensure the security of the data in transmission and 
storage?

3. The release of any findings will not put those involved at risk or potentially 
stigmatize them in either the short or longer term? 

Undertaking a risk assessment

Have you planned to undertake this or another risk assessment exercise in 
collaboration with key stakeholders? e.g. the social media service, data analysts, 
programme managers, community representatives?

Other examples of risk assessment 
templates:

http://unglobalpulse.org/sites/default/files/
Privacy%20Assessment%20Tool%20.pdf

http://informationaccountability.org/
wp-content/uploads/IAF-Big-Data-Ethics-
Initiative-Part-B.pdf

In undertaking the analysis and disseminating the findings, have you ensured 
that data findings are aggregated as much as possible (while still ensuring the 
usefulness of the findings) and reviewed prior to dissemination to mitigate against: 

1. Identification?

2. Stigmatization of particular communities or persons?

http://unglobalpulse.org/sites/default/files/Privacy Assessment Tool .pdf
http://unglobalpulse.org/sites/default/files/Privacy Assessment Tool .pdf
http://informationaccountability.org/wp-content/uploads/IAF-Big-Data-Ethics-Initiative-Part-B.pdf
http://informationaccountability.org/wp-content/uploads/IAF-Big-Data-Ethics-Initiative-Part-B.pdf
http://informationaccountability.org/wp-content/uploads/IAF-Big-Data-Ethics-Initiative-Part-B.pdf
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The Office of Research – Innocenti is UNICEF’s dedicated 
research centre. It undertakes research on emerging or 
current issues in order to inform the strategic directions, 
policies and programmes of UNICEF and its partners, 
shape global debates on child rights and development, 
and inform the global research and policy agenda for all 
children, and particularly for the most vulnerable. The 
views expressed are those of the authors and/or editors. 
For rights of reproduction or translation, apply to UNICEF 
Office of Research – Innocenti. Short extracts may be 
reproduced unaltered without authorization on condition 
that the source is indicated. © UNICEF Office of Research
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Research for Children 
at Innocenti

Tick = 
Yes 
Cross = 
No

Questions Comments 

Do you have contingency plans in the event that: 

1. Access to social media services or infrastructure is blocked unexpectedly (and, for 
example, this data was to be used to monitor communities on the move in order to 
meet day to day needs)?

2. Data is wiped out remotely?

3. A privacy breach occurs?

Understanding the data and limitations

Have you had a conversation with the social media service and data analysts to 
understand any limitations of the data including:

1. Data gaps?

2. Included and excluded populations ( determined by the accessibility of 
technologies, the use of devices and the profiles and demographics of participants). 
How representative is the data?

3. Merging of databases/data sets (are they actually compatible?)

4. Inclusion of old/outdated data?

Have you understood the context in which the data was provided?

Is it relevant in answering your question? (e.g. will it likely provide insights into the 
real preferences of the target population rather than just their stated preferences? 

Is this important?

Have you considered the implications of using social media data rather than 
qualitative primary data in terms of ensuring that the voices of the communities and 
individuals you are trying to understand are truly heard?  

Can you use both?

Understanding the algorithms

If you are planning to use data to predict human behaviours or responses and 
outcomes, have you considered the algorithm that is being used and the data that it 
was based on? 

Have you had it explained to you by the data analyst? 

Have you considered whether the findings may stigmatize or unnecessarily limit the 
opportunities or access to services for groups or individuals?

Have you considered the impacts on individuals who will not fit the model? 

What will you do to mitigate against discrimination?


	_Hlk494969435
	_Hlk494976133

